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Abstract: 

In biometric authentication systems in the recent years, spoof fingerprint detection has become increasingly important. In this 

work, to use Convolutional based Neural Networks (CNN) for fingerprint liveness detection and also identificat ion with 

enhancement of its features.  Finger print identification system is evaluated on the datasets used in the Liveness detection 

Competition of years 2009, 2011 and 2013 which comprise almost 50 real and fake fingerprints images .To compare four 

different models: two  CNNs pre-trained on natural images and fine-tuned with the fingerprint images, CCN with random weights, 

and a classical Local Binary Pattern approach. Dataset Augmentation is used to increase the classifiers performance, not only  for 

deep architectures but also for shallow ones. And also analysis the convolution neural network, RBF based neural network and 

SVM classifier then finalize h igh accuracy on very small training sets (400 samples) using these large pre trained networks. . 
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I. INTRO DUCTION 

Nowadays the Reliab le automatic recognition of persons has 

long been an attractive goal. In most of all daily activ ities, 

personal identification plays an important role. The most 

traditional techniques for personal identificat ion can be 

divided in two kinds: knowledge-based and token-based. In 

one hand, token-based approaches take advantage of a 

personal item, like a passport, driver’s license, ID card, cred it 

card or a simple set of keys, on the other hand, knowledge-

based approaches, are based on something the user knows 

that, theoretically, are not accessible to others, such as 

passwords or personal identification numbers. These 

approaches present the obvious disadvantage that tokens may 

be lost, stolen, forgotten or misplaced, while passwords can 

easily be forgotten by a valid user or guessed by an 

unauthorized one.  In fact, all o f these approaches stumble 

upon an obvious problem: any piece of material or 

knowledge can be fraudulently acquired. So, biometrics 

represents a return to a more natural way of identification: 

many physiological or behavioural characteristics are unique 

between different persons. Testing someone by what this 

someone is, instead of relying on something he owns or 

knows seems likely to be the way forward. As in  all pattern 

recognition problems, the key issue is the relation between 

inter-class and intra-class variability: objects can be reliab ly 

classified only if the variability among different instances of 

a given class is less than the variability between different 

classes. For example, in face recognition, difficu lties arise 

from the fact that the face is a changeable social organ 

displaying a variety of expressions, as well as being an active 

three-dimensional (3-D) object whose image varies with 

viewing angle, pose, illumination, accoutrements, and age.  

Against this intra-class (same face) variability, inter-class 

variability is limited because different faces possess the same 

basic set of features, in the same canonical geometry. 

Nevertheless, several biological traits in  humans show a 

considerable inter-individual variability: fingerprints and 

palm prints, the shape of the ears, the pattern of the iris, 

among others. Biometrics works by recognizing patterns 

within  these biological traits, unique to each individual, to 

increase the reliability of recognition. But nowadays, but also 

finger-print based recognition systems are being 

implemented in handheld devices. Th is biometric t rait  was 

the first one to be used as a systematic way of identification 

in very controlled conditions and is now being applied in 

more unconstrained and challenging scenarios such as the 

identification of users in handheld devices. Along with the 

challenges raised by the unconstrained conditions in the 

image acquisit ion also several security questions appear such 

as the vulnerability of biometric recognition systems to 

attacks consisting on presenting a fake or altered sample to 

the sensor. Kamei and Mizoguchi proposed a method based 

on the application of 16 directional filters in the frequency 

domain. The optimal orientation at each pixel is then chosen 

according to the highest filter response taking local 

smoothing into consideration. Analogous results can be 

achieved in the spatial domain by using Gabor-like filters, as 

pro-posed by Hong et al. and Nakamura et al. The method 

proposed by Larkin comprises two energy-based operators 

that provide uniform and scale-invariant orientation 

estimation. The second operator, the most robust one, is 

based on spiral phase quadrature. Although both the 

operators can be applied also in the spatial domain through 

convolution, the most natural and simpler implementation of 

these operators is in  the frequency domain.  A method 

proposed by Chikkerur, Cartwright, and Govindaraju is based 

on Short Time Fourier Transform (STFT) analysis. The 

image is div ided into partially  overlapped blocks whose 

intensity values are cosine tapered moving from the center 

toward the borders. For each block the Fourier Transform is 

computed and its spectrum is mapped to polar coordinates. 

The probability of a given angular value (within  the block) is 

then computed as the marginal density function. The 

expected value of the same angular value for the block is 

estimated depending on the density function value. 

A number of fingerprint segmentation methods are known 

from literature, which can be roughly divided into block-wise 

methods and pixel-wise methods. Block-wise methods first 
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partition a fingerprint image into non overlapping blocks of 

the same size, and then classify the blocks into foreground 

and background based on the extracted block-wise features. 

Pixel-wise methods classify pixels through the analysis of 

pixel-wise features. The commonly used features in 

fingerprint segmentation include gray-level features, 

orientation features, frequency domain features among others. 

This paper is organized as follows: Section 2 describes 

fingerprint datasets . Section 3 presents the proposed work. 

Section 4 discusses experimental results. Section 5 g ives 

conclusions and future scope of the work. 

 

II.DATABAS ES  FOR FINGERPRINT LIVENESS  

DETECTION 

2.1 LivDet 2009 - Fingerprint Liveness Detection 

Competition 2009 

This database was made availab le for the contestants of the 

LivDet 2009 [89]. Its images were acquired from three 

different devices: Biometrika FX2000 (Flat optical, 569 dpi, 

and image size 312 372); Cross Match Verifier 300CL (Flat 

optical, 500 dpi, and image size 480 640); and Identix 

DFR2100 (Flat optical, 686 dpi, and image size 720 720). 

The following materials were used in order to build the fake 

part of the database: Play, Gelat in and Silicon. The train and 

test datasets comprise over 5000 samples coming from 

around 100 different fingers. 

 

2.2 LivDet 2011 - Fingerprint Liveness Detection 

Competition 2011 

This database was made  availab le for the contestants of the 

LivDet 2011 [296]. Its images were acquired  from four 

different devices: Biometrika FX2000 (Flat optical,569 dpi, 

image size 312 372); Italdata ET10 (Flat optical, 500 dpi, 

image size 640 480); Cross Match L SCAN Guard ian (Flat 

optical, 500 dpi, image size 640 480); Atmel Finger ch ip 

(Thermal sweeping, 96 dpi, image size not available). The 

fake fingerprints were generated following a consensual 

procedure using seven different materials: body-double skin-

safe silicone rubber, ecoflex p latinum catalyzed  silicone, 

gelatin, latex, modasil, p laydoh and wood glue. The train and 

test sets comprise over 8000 samples coming from around 

200 d ifferent fingers (depending on the dataset). 

 

2.3 LivDet 2013 - Fingerprint Liveness Detection 

Competition 2013 

This database was made availab le for the contestants of the 

LivDet 2013 [89]. Its images were acquired from four 

different devices: Biometrika FX2000 (Flat optical, 569 dpi, 

image size 312 372), Cross Match L SCAN Guardian (500 

dpi, image size 640 480), Italdata ET10 (Flat optical, 500 dpi, 

image size 640 480). And Swipe - Atmel Finger ch ip (96 dpi, 

image size not avail-able). More than 4000 images were 

taken with each of the aforementioned devices. The 

following materials were used in order to build the fake part 

of the database: Body Double, Latex, Play-Doh, Wood Glue, 

Gelat in, Silicon and Modasil. The train and test sets comprise 

over 8,000 samples coming from around 200 different fingers 

(depending on the dataset). 

 

2.4 ATVS database 

The ATVS database contains over 3000 live and spoof 

fingerprint images. The fake fingers were created using 

silicon and two methods were followed: with and without 

cooperation. Three devices were used to acquire the images: 

the flat optical sensor Biometrika FX2000, the flat capacit ive 

sensor Precise SC100 and the thermal sweeping sensor 

Yubee with Atmel’s Finger chip. However the amount of 

work done in  fingerprint recognition and the continuous 

improvements made in the accuracy of this recognition 

systems the truth is that some of the steps can still be 

improved. The broadening of application of fingerprint 

recognition, especially into the mobile bio-metrics scenario, 

is arising and a transition has to be made surely based in the 

acquired knowledge in more trad itional scenarios. In spite of 

the great amount of research in fingerprint recognition using 

traditional sensors the research using images from the new 

acquiring scenarios is taking its first steps. Concerning 

fingerprint liveness detection, the performance of the state-

of-the-art software finger print liveness detection methods 

suggests that additional hardware is necessary to develop a 

fingerprint liveness detection solution that would be resistant 

against targeted attacks. Owing to the large variety of 

possible artefact material and fabrication  techniques, a single 

aspect dedicatedliveness detection sensor can usually be 

deceived if an appropriate new combination of materials and 

techniques has been used. To increase the difficu lty of 

producing an artefact, some manufacturers try to include a 

larger number of supplementary sensors that would capture 

informat ion on multip le aspects of the scanned characteristic.  

Even though this greatly increases the difficulty of the 

artefact fabrication process , the large variety of the properties 

of the genuine fingers, as well as their artefact counterparts, 

requires the applicat ion of machine learning approaches to 

process the informat ion from all the sensors and take the 

final decision whether a genuine characteristic has been 

presented. Since the performance of the machine learn ing-

based classifiers depends on the training data, the sensor can 

still be vulnerable if an entirely new material and fabrication 

technique has been used to produce the artefact characteristic. 

Therefore, we consider that the traditional approaches to the 

liveness detection problem are not realistic and conduct to 

optimistic results. In our opinion, corroborated by recent 

works in literature, the path to pursue is to rely less on the 

prior knowledge about the fake samples and more on the 

knowledge about the real samples. 

 

III.PROPOS ED SYS TEM 

The conventional A first methodological contribution is the 

inclusion of an automatic fingerprint segmentation step 

before feature ext raction for liveness detection. Instead of 

extracting features from all the acquired image, the image is 

segmented to find the mask defining the fingerprint reg ion. 

The features can then be computed based solely on the 

informat ion inside the mask (or the bounding box).  

 
Fig 3.1: Proposed Architecture  
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This way of proceeding should lead to more realistic 

estimates of the vulnerability of the systems. As new 

materials for fraudulent spoof attacks are going to 

continuously appear and become more and more 

sophisticated it is our conviction that the path to pursue is in 

the direction of using less and less information of spoofing 

materials and rely more strongly on the live samples. Our 

second methodological contribution includes: a) the realistic 

estimation of the performance in the 140 Fingerprint 

Liveness Detection in  the presence of Capable Intruders 

presence of new materials used to fabricate the fake samples; 

b) the use of decision models that rely only on the 

informat ion from the real samples to detect the liveness.  

 

3.1 Image pre-processing 

First we will read  the input image, Consider it’s a sample 

image. In the sample image, the background illumination is 

brighter in the center of the image than at the bottom. As a 

preprocessing step before analysis, make the background 

uniform and then convert the image into a binary image. To 

make the background illumination more uniform, create an 

approximation of the background as a separate image and 

then subtract this approximation from the orig inal image.  

As a first step to creating a background approximat ion image, 

remove all the foreground (rice g rains) using morphological 

opening. The opening operation has the effect of removing 

objects that cannot completely contain the structuring 

element. To remove the rice grains from the image, the 

structuring element must be sized so that it cannot fit  entirely 

inside a single grain of rice. The example calls the strel 

function to create a disk-shaped structuring element with a 

radius of 15. Now that you have created a binary version of 

the original image you can perform analysis of objects in the 

image. Find all the connected components (objects) in the 

binary image. The accuracy of your results depends on the 

size o f the objects, the connectivity parameter (4, 8, or 

arbitrary), and whether or not any objects are touching (in 

which case they could be labeled as one object). Some of the 

rice grains in the binary image bw are touching. 

 

3.2 Neural Network  

An Artificial Neural Network (ANN) is an information 

processing paradigm that is inspired by the way bio logical 

nervous systems, such as the brain, process information. The 

key element of this paradigm is the novel structure of the 

informat ion processing system.  It is composed of a large 

number of highly interconnected processing elements 

(neurons) working in un ison to solve specific prob lems. 

ANNs, like people, learn by example. An ANN is configured 

for a specific application, such as pattern recognition or data 

classification, through a learn ing process. Learning in 

biological systems involves adjustments to the synaptic 

connections that exist between the neurones. This is true for 

ANNs as well.  Neural network simulat ions appear to be a 

recent development. However, this field was established 

before the advent of computers, and has survived at least one 

major setback and several eras.  

 

3.3 Region Based Segmentation   

A region of interest (often abbreviated ROI), is a selected 

subset of samples within a dataset identified  for a part icular 

purpose. The concept of a ROI is commonly used in many 

application areas. For example, in medical imaging, the 

boundaries of a tumor may be defined on an image or in a 

volume, for the purpose of measuring its size.  

The endocardia border may be defined on an image, perhaps 

during different phases of the cardiac cycle, fo r example end-

systole and end-diastole, for the purpose of assessing cardiac 

function. In  geographical informat ion systems (GIS), a ROI 

can be taken literally  as a polygonal selection from a 2D map. 

In computer vision and optical character recognition, the ROI 

defines the borders of an object under consideration.  In 

many applications, symbolic (textual) labels are added to a 

ROI, to describe its content in a compact manner. Within a 

ROI may lie individual points of interest (POIs).  

 

3.4 Feature Extraction 

3.4.1 Local Binary Patterns (LBP) 

This method combines Local Binary Patterns with a Scale 

Invariant Feature Transform. The process starts with the 

generation of a Gaussian scale space. The output of this 

operation is a smoothed image in six scales. For each scale, 

the gradient orientation of each pixel is calculated and an 

histogram of gradient orientations is created. Every 

histogram is then converted into a descending rank, from 7 to 

0.  The LBP method labels the pixels of an  image by 

comparing them with their neighborhood. Combining the 

LBP method with SIFT results in weighted maps. Three 

simple maps are constructed using the 3 first scales and a 

fourth map results from the combination of the last scales. 

Each map is divided in 8 by 8 b locks and three statistical 

features are extracted from each block (standard deviation of 

the LBP histogram, mean of LBP map  and standard deviation 

of the LBP map). That results in a 768 d imensional feature.  

 The only adaptation made in our implementation is the use 

of all the 8×8 blocks instead of discarding the first and last 

rows of the image as in the original method. For more details 

on the method see the work of Zhang et al.  

 

3.4.2 Gray Level Co-occurrence Matrices (GLCM) 

This method is based on GLCM which characterize the 

relationship between neighboring pixels. Fourteen features 

are ext racted from each GLCM matrix: angular second 

moment, contrast, correlation, variance, inverse difference 

moment, sum average, sum variance, sum entropy, entropy, 

difference variance, difference entropy, two information 

measures of correlat ion and the maximal correlation 

coefficient.  These features are orientation dependent so four 

values can be obtained for each feature based on the four 

orientations (0◦, 45◦, 90◦, 135◦). The mean and standard 

deviation of the four values (four orientations) of each 14 

measures, compose a set of 28 features. For more details on 

the method see the work of Wei et al. [26].  

 

3.5 RADIAL BAS IC NETWORK 

Radial basis functions are powerfu l techniques for 

interpolation in multid imensional space. A RBF is a function 

which has built into it a distance criterion with respect to a 

center. Radial basis functions have been applied in the area 

of neural networks where they may  be used as a replacement 

for the sigmoidal hidden layer t ransfer characteristic in multi-

layer perceptrons. RBF networks have two  layers of 

processing: In the first, input is mapped onto each RBF in the 

'hidden' layer.  The RBF chosen is usually a Gaussian. In 

regression problems the output layer is then a linear 

combination of hidden layer values representing mean 

predicted output. The interpretation of this output layer value 

is the same as a regression model in statistics. In 

classification problems the output layer is typically a sigmoid 

function of a linear combination of h idden layer values, 

representing a posterior probability.  
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Performance in both cases is often improved by shrinkage 

techniques, known as ridge regression in classical statistics 

and known to correspond to a prior belief in small parameter 

values (and therefore smooth output functions) in a Bayesian 

framework. RBF networks have the advantage of not 

suffering from local minima in the same way as Multi-Layer 

Perceptrons. This is because the only parameters that are 

adjusted in the learning process are the linear mapping from 

hidden layer to output layer. Linearity ensures that the error 

surface is quadratic and therefore has a single easily found 

minimum. In regression problems this can be found in one 

matrix operation. In classification problems the fixed non-

linearity introduced by the sigmoid output function is most 

efficiently dealt with using iteratively re-weighted least 

squares. RBF networks have the disadvantage of requiring 

good coverage of the input space by radial basis functions. 

RBF centers are determined with reference to the distribution 

of the input data, but without reference to the predict ion task. 

As a result, representational resources may  be wasted on 

areas of the input space that are irrelevant to the learning task. 

A common solution is to associate each data point with its 

own center, although this can make the linear system to be 

solved in the final layer rather large, and requires s hrinkage 

techniques to avoid over-fitting. An innovative approach in 

the iris liveness detection context was presented by Bowyer 

and Doyle. In this work, the authors compare a baseline 

experiment where the training and test datasets each 

contained iris images with three lens types. Any of several 

classifiers could be trained with local binary pattern texture 

features and achieve 100 percent correct classification of the 

test set.  Then they performed another experiment using the 

same texture features, classifiers, and images, but the training 

set contained iris images with two  of the three lens types and 

the test set contained iris images with the third  lens type. The 

results obtained varied according to combinations tested but 

for the lower results the classification accuracy was no better 

than 75%. 

IV.S IMULATION AND RES ULTS  

To collect the three different databases and analysis and 

finalize the feature values and it apply to the neural 

network .the implementation are fo llowing figures  

 
 Fig 4.1: Read the Input Image 

 
 Fig 4.2: Neural Network Implementation 

 
Fig 4.3 FAR and FRR Plot 

 
Fig 4.4 Real or Fake Output 

 

V.CONCLUS ION 

Biometrics is a research field with some decades of existence 

and a significant amount of research. Nevertheless, the 

interest it raises not only has not decreased but in fact has 

been increasing and gaining  more and more relevance in 

daily life. Finger print recognition system using RBFNN has 

been proposed. The proposed algorithm has been compared 

with unimodal biometric based system. The simulation 

results show clearly  the advantage of feature level of finger 

print modalities over single finger print feature identificat ion. 

The recognition rate using fused template is better than 

cryptographic key based system. The improvement in FRR 

and response time is observed as compared to existing 

system. The proposed method to be strong enough to 

enhance the performance of finger print identification. The 

work can be extended with other biometric modalities also. 

The performance analysis using noisy database may be 

performed. 
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